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Part 14: Testing and Tuning Security
This final installment of the “Beyond Performance Testing” series is also 
the  last  article  on  the  theme I  call  “the  performance  testing  and tuning 
team.” Here I’ll discuss testing and tuning system security features. Over 
the  last  few years,  security  has  become  a  major  focus  of  nearly  every 
application, but security features degrade the overall performance of most 
applications more than any other factor. In short, increasing the security of 
an application can simply devastate performance. 

This article aims to make you aware of  which security  features may be 
responsible  for  your  site’s  poor  performance and to  help you determine 
conclusively whether security features are indeed degrading performance. It 
describes how to test security features with the intent to tune and how you 
can  provide  the  information  that  stakeholders  need  in  order  to  make 
informed decisions. What it doesn’t cover is how to use Rational tools to 
test the effectiveness of security features. For information about that, see the 
Rational  User  Conference  2002  presentation  by  Chris  Walters  and  me 
entitled “Security Testing: Step by Step System Audit with Rational Tools,” 
on my Web site under Presentations.

So far, this is what we’ve covered in this series:

Part 1: Introduction 

Part 2: A Performance Engineering Strategy

Part 3: How Fast Is Fast Enough?

Part 4: Accounting for User Abandonment

Part 5: Determining the Root Cause of Script Failures

Part 6: Interpreting Scatter Charts

Part 7: Identifying the Critical Failure or Bottleneck

Part 8: Modifying Tests to Focus on Failure or Bottleneck Resolution

Part 9: Pinpointing the Architectural Tier of the Failure or Bottleneck

Part 10: Creating a Test to Exploit the Failure or Bottleneck

Part 11: Collaborative Tuning

Part 12: Testing and Tuning Common Tiers

Part 13: Testing and Tuning Load Balancers and Networks

This  article  is  intended for  mid-  to  senior-level  performance  testers  and 
members of the development team who work closely with performance test 
engineers. You should have read at least Parts 9 and 11 before reading this 
article; it would be helpful to have read Parts 5, 6, 7, 8 and Part 10 as well.
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Security and Performance
It’s common knowledge that the more secure you make an application, the more that application’s 
performance degrades unless performance concerns are actively addressed. I’ve run across dozens of 
quotes that acknowledge the trade-off between security and performance in applications. Here are just a 
couple:

• “The  need  for  security  is  obvious,  but  too  often  comprehensive  security  degrades  network 
performance  to  unacceptable  levels.”  — Mark Tharby,  vice  president,  Metro Networks,  Nortel 
Networks

• “Secure Sockets Layer provides a secure way to exchange information between clients and servers. 
However,  the  CPU  has  to  perform  intensive  cryptography,  which  degrades  performance.”  — 
Microsoft TechNet IIS 6.0 Features 

SSL has become so common that sometimes stakeholders fail to realize just how much performance 
degradation can be directly attributed to “simply” enabling SSL on an e-commerce Web site. A study 
by the Courant Institute of Mathematical Science at New York University entitled “A Comparison of 
HTTP and HTTPS Performance” shows that just turning on SSL can degrade system performance by 
as much as 22%. The authors of yet another academic paper, “Security versus Performance Tradeoffs 
in RPC Implementations for Safe Language Systems,” summarize by saying essentially that designing 
for performance and security are risk-based trade-offs that must be taken into consideration at design 
time: “[Testing various configurations] generates a spectrum of design points that can help application 
programmers to decide the level of security and performance that is more suitable.” 

Performance tuning highly secure applications normally involves either reducing security (increasing 
risk)  or  significantly  increasing  network  and/or  hardware  resources  (increasing  expense).  In  this 
struggle among security, cost, and performance, performance often loses. The best we can do in these 
cases is to help the stakeholders make informed decisions. 

Testing Security
Testing  security  features  for  performance  is  mostly  an  exercise  in  what’s  commonly  known  as 
configuration  testing.  In  configuration  testing,  you execute  the  same  test  against  several  different 
configurations  of  the  system.  Most  people  think  of  “configurations”  as  referring  to  hardware  (for 
example, Web servers, CPU’s, or RAM), but it can also refer to security features (for example, whether 
SSL is enabled or disabled or just used for login; whether session tracking is dynamic or static). These 
tests serve several purposes. They can be used to determine which tested configuration delivers the best 
performance, to provide input to an ROI analysis, or even to determine if the factor being varied has 
any noticeable effect on the system at all.

It would be impossible for me to list all the security features your application may have that you may 
want to test, so instead I’ll outline an approach to testing security that applies to a common scenario — 
testing a site with SSL enabled and disabled. The same testing principles apply pretty well  to the 
majority of other security features your site may employ. In the example scenario, the stakeholders 
have decided that security is of the utmost importance, so the developers have SSL enabled the entire 
site. When performance testing starts, it reveals that the site meets none of the performance goals, so 
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naturally, the developers want to know what the bottleneck is. My suggested approach in cases like this 
is as follows:
• Disable SSL for the entire site.
• Test and tune until all performance requirements are met or exceeded.
• Enable SSL for one feature (for example, login).
• Test the site with the same workload as with SSL disabled.
• Compare response times and resource utilization.
• Tune where necessary, if possible.
• Repeat steps 3–6 for each feature until the site is as secure as the stakeholders desire.
• After all tuning is complete, reexecute the test at all stages of SSL enablement. Record and report 

on the response times and resource utilization (particularly CPU and memory) of each relevant tier.

I realize that sounds like a lot of work. Unfortunately, even that’s a bit oversimplified. You can’t just 
play back your SSL-disabled scripts against an SSL-enabled site. To use this method you’ll have to 
choose from one of four options:

• Record new scripts for each test.

• Manually modify the sections of your scripts that change due to the SSL changes from test to test.

• Manually parameterize the URL, port, and  http_request flags (that is,  HTTP_CONN_DIRECT and 
HTTP_CONN_SECURE) so that you can make these adjustments in one place using variables, rather 
than having to change them by hand globally each time.

• Use the custom VuC utility and function URLParse, which will parameterize these components for 
you. 

It goes without saying that I recommend the last option. 

Once you’ve completed this testing cycle, or as much of it as you’re able to accomplish, you can give 
stakeholders the information they need in order to make decisions. I typically only get time for SSL 
disabled, SSL login, and SSL entire site. Still, that’s enough to give stakeholders a graph like the one 
shown in Figure 1. All of the metrics there come from an actual project that I recently did.

Figure 1: Response times and resource utilization figures for three different security 
configurations
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As you can  see,  this  testing  gave  the  stakeholders  enough information  to  make decisions.  It  also 
allowed the testing and tuning team to realistically determine what portion of the performance metrics 
was attributable to security-related features (in this case, SSL), which helped them immensely with the 
tuning effort.

Tuning Security
Tuning security features for improved performance seems to be a five-step process:

• Tune the system as well as possible before applying security features.
• Retune the system after the security features have been implemented.
• If better performance is required and budget allows, add hardware.
• If better performance is required and hardware can’t be added, limit, remove, or try different ways 

to implement security features.
• Either accept the resulting performance/security trade-offs or abandon the project.

As performance testers, our role in this process is to provide as much information as possible to (1) the 
developers,  architects,  and  administrators,  to  help  them tune  or  redesign  the  system,  and  (2)  the 
stakeholders, to help them decide which security features stay, which go, and what price they’re willing 
to  pay  for  improved  performance.  All  of  the  principles  of  collaboration  that  we’ve  discussed  in 
previous articles apply here as well. This time we’ve just added a few extra steps to the strategy.

Summing It Up
This article has barely scratched the surface of the topic of security, but I hope it’s given you some 
insight into how security and performance are almost always inversely related and taught you a strategy 
to conclusively determine when security features are the cause of poor performance. By their very 
nature,  security  features  degrade  performance,  often  significantly.  When  those  features  degrade 
performance too far, what we commonly refer to as tuning isn’t enough. In those cases the team must 
either redesign some or all of the system, add hardware, limit the security features, or accept degraded 
performance. Our job is to collect and present the data required for the appropriate members of the 
team to make those decisions.

Wrapping It Up and Looking Ahead
Over the course of 27+ articles (the “User Experience, Not Metrics” series, the “Beyond Performance 
Testing”  series,  and  several  other  separate  articles),  we’ve  explored  some  of  the  key  areas  of 
performance testing. We’ve looked at how to solve complex problems using the Rational tools, we’ve 
examined a performance engineering methodology and various ways to document performance data, 
and we’ve even investigated ways to build more effective performance testing and tuning teams. Never 
once did we lose sight of our ultimate goal, improving the end user’s experience. Believe it or not, 
there’s still a lot more to be said about performance engineering, but I hope these articles have helped 
you in some small way and piqued your interest in this quickly maturing area of software development. 

It’s been a pleasure talking to all of you I’ve met at conferences, exchanged e-mails with, or run into on 
the forums here at RDN or elsewhere. I’ve gained many insights from these conversations, improved 
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myself as a performance engineer, and even made what I honestly believe will be lifelong friends.

As you may already be aware, a performance testing community is starting to form. Top performance 
testers and engineers from around the world are starting to have regular conversations with one another, 
and a biannual workshop (the  Workshop On Performance and Reliability) has been created to bring 
these people together. You can expect much more to come in this field in the near future. Keep an eye 
out for more articles, and maybe even books, in the coming years (and I don’t mean all by me). A lot of 
energy is being directed toward bringing performance engineering up to the maturity level of other 
quality assurance fields such as systems testing. I hope you feel that energy, and I encourage you to 
become a part of the maturation process.

As I complete this article, I don’t plan to write another series for RDN. I do have some plans for more 
articles to be written jointly with other noted software testing experts and performance testers. I’ll 
continue to make myself available through forums, conferences, and  my Web site. I’m sure I’ll also 
periodically have a new article for RDN as well. 

Thank you for reading these articles. I hope you’ve enjoyed reading them as much as I’ve enjoyed 
writing them. 
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